CONG TY CO PHAN CONG NGHE VA DICH VU MOBILE-ID
MOBI I_E - ID Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng Binh Lgi Trung,
TP. HO6 Chi Minh, Viét Nam
Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

Anytime, Anywhere

TRUSTED PAY

iai phap thong bao thanh toan qua ma QR
Phién ban.02.250426

TP. H6 Chi Minh, 2025




CONG TY CO PHAN CONG NGHE VA DICH VU MOBILE-ID
MOBI I_E - ID Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng Binh Lgi Trung,
TP. HCM, Viét Nam
Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

Anytime, Anywhere

LICH SU TAI LIEU

Phién ban Thai gian
01.250313 13/03/2025 B&t dau xay dung ndi dung tai liéu Mobile-ID

Chinh s(ra, cap nhat hinh anh va ndi dung:

- Cap nhat hinh minh hoa giao dién Portal

- Cap nhat ndi dung cac muc:

02.250426 26/04/2025 e Muc 2.3.8 OpenAPI Mobile-ID

e Muc 2.9 Phéan hé FrontEnd

e Muc 2.10.3.1 va muc 2.10.3.2 (noi
dung cac bang)




CONG TY CO PHAN CONG NGHE VA DICH VU MOBILE-ID
MOBI I_E - I D Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng Binh Lgi Trung,
TP. HCM, Viét Nam
Anytime, Anywhere Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

Muc luc
y R el (0 £ B = (U TR 1
30 1o Vo e[ T=1 o 1
1.2 CAc tinh NANG tOi LU CUB GIAT PR +viniitiiiti i vttt et ettt e e et e saerasaeraee s eneraeneraenernsn 1
1.3 Lgi ich dem lai cla gidi Phap TrUSTEA Pay ..vvuiiiiiiiiiiii vt rt et ra s e rasaeraee s eneraeneraenenasn 1
2 GIATI PHAP TRUSTED PAY ...iiiiuttttitetteeee et ssasttttseeeeaeeeaaaaaasssaaeaaeeeaeeasssassssaaasaeaeeeeeassasnsssnnneneeeens 2
2.1 M6 hinh trién khai dich VU ON-PremiSe (OP) ...iuuiiuiiriiiniiiieitieieetieeteetesteesne st staesnesseeraeseeseenns 2
2.2 MO hinh tri€n KNai diCh VU ClOUA ... .uuieirieieei ettt e et e st e et et et et et et et e e e e e e e e aen s e ene e ensenenen 2
NG I - Toll o T-1 oY a T o1 Y= 1 o T oL = TR e [ = 11 o] = o 1 3
2.3.1  WS02 (GALEWAY APL) ..eeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e et et et e e e et e e e e e e e e et e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeeeererenees 3
2.3.2 Keycloak (Identity ACCESS MOMLE) .iuuiiiiiiiiiiiii i e e e e rneas 3
G T T I B (=3 o =T B o= Y 0 ol = 3
G B B - | = 1= 1= < PP 3
2.3.5 Redis (Data Cathing SBIVICE) .iiiiiiiiiii it i e et r et et et e et e et aaeeaaeaaneanas 3
G T T € | - PP 3
2.3.7 MNS (Message NOtification SEIrVICE) ..uiiieiiii i e aees 3
2.3.8 OpenAPI (Bank CONNECEON) t.uiiiiiiiiiiiii ittt st st s s s s s s s s s e s s snernnannns 3
0 T L o PP 4
2.3.10 I8 1 T 1= = o = e 4
2.3.11 0 o = 4
2.3.12 Trusted Pay MODile Ap D .o s 4
2.3.13 Device (LO@ = SOUNABOX) 1.ttt st se st st st s e s s s e saasassansaasaasansanesnsansannins 4
2.4 Md hinh két ndi cac thanh phan va cdu hinh may chi (trién Khai OP).......cvnieniiniiiiieeeeeeeee e 5
B T o e 1o TN o =T = o e 5 T 5
2.4.2 SO A0 Na tANG DR L.iuiiiiiiitiii it 7
2.5 Dang ky tai khodn eKYC VEi NGAN NANG ...ttt e e e e aaans 9
2.6 Lién két tai Khodn Vi NGAN NANG ..iuiriiiiiii et e e e e e e e enenaans 10
2.7 Gidi phap thanh todn bang QR tINN. . iu i e e e e e e e e e e ens 11
2.8 Giai phap thanh todn baNg QR GONG ..iuuiuiriiiiiiiie e e e e e et e et e e e aeaeaeeneaeenenens 13
B T o =T T o T o oo = ' [ 15

2.9.1 Giao dién QUAN 1Y Gai Iy (AGENCY) ittt et e e e aaenen 17




CONG TY CG PHAN CONG NGHE VA DICH VU MOBILE-ID
MOBI I_E - I D Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng Binh Lgi Trung,
TP. HCM, Viét Nam

Anytime, Anywhere Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

2.9.2  Giao dién QUAN 1Y thi€ Di c.ouiviriiiii e e e 17
2.9.3  Giao di€N DashbOard POS ... .uiiiiiiiiiii i s st s s e s e s e e aeaaeareaae et aae e aaeaaes 18
b TG T A I =1 o T o U (o 2 0= I 18
28> N J BN ©1 - To o | ol o I I =1 0 1= 1 o o 1) I PP 19
2= T0C TG TR @ o TV (ol o F=1 o Vo I (¥ 1o Vot u o] o 1) TS 19

B N O = T T e 11 o T2 = PP 23
20 O o 12 Vo e U T= 1 YL -V o2 23
2.10.2 h &= Tol o a 10 (olVZ= T o = [ 30 0 1 T= | sPOP PP 23
2.10.3 L0 I o= Y 2T 1Y = PP 23
2.10.3.1 1= (o T ) 28 o] o e 23
2.10.3.2  ThiBt 18p QR ChUYEN XUBNG LI D cuvvvvveeeeeeee e et e e e ettt e e e e e e e e e e, 24
2.10.4  HO trg APL K&t NGT DEN T 3 tevvuiiernieierieeeesieeetsteeesstsesetseeestasetstsesstaseessseeesnreesnnaeees 24
2.11 Quan ly xac thuc dinh danh VA trUY CAP .ovvvviiiii i et e e e e e e e e e aeneraenes 25
2.11.1 U T [ o T 25
2.11.2  T6ng Quan vé& WS02 API Manager Va KeyClOaK ......ccuuiiiunieiiieiiieeiiieeieeeiieeeteeaneessneeennns 25
2.11.3 Vai Tro clia Xac Thuc Binh Danh trong Gidi phdp Thanh Todn QR ......ccovveviviiiiviiiieieinennns 26
2.11.3.1 3T T T = Y= T I Y T o= T € =To TN ] ol o T 26
2.11.3.2 Nang Cao Trai Nghi€m NGUGi DUNG ...vuviiiiiies et e et e e e ae e eenas 26
2.11.4 Ki€n Trdc Xac ThUuc Dinh Danh ... e e e et e e e e aes 26
2.11.4.1 TONG QUAN KIBN THUC. it uittiiiiit ettt e e et e e et et e e et e et e et e et e ea s e e s b e ea e aneaaeenns 26
2.11.4.2 CAc Thanh Phan Chinh. ... e e e 26
2.11.4.3  LUBNG DU LIBU e eeeeee et e e ettt e e e e et e e ettt e e e e e e e e e e ettt e e e e e e e e e e, 26
2.11.5 Quy Trinh XAc ThUT DINh Danh .uiiii e e e e e e e eneens 26
2.11.5.1 DANg Ky va XAC MinNh NGUGT DUNG ..uvuiniiititiiiiiiee e ee et e e eee e ae e ens 26
2.11.5.2 DANG NNAP VA XAC TRUC 1ttt e e et e e e e aeaeans 26
2.11.5.3 Ki€m Tra Token thong qua WS02 API MANAGEN.....c.uuciuueiiiieeineeiieeeeneeeneesnaernneeennns 26
2.11.6 Lgi ich cia WSO2 API Manager va KeycloaK ....ccovuiiiiiiiiiiii e 26
2.11.6.1 LI T = Lo TR A = A 7= Pt 26
2.11.6.2 DN D YaTe B 1ol s T o o J 27
2.11.6.3 I = =T 0 T o1 = oY 27

3 VAN HANH ettt ettt e e e e ettt e e e e e e e e et e et et eeeeeeeeeeeeaa s e s eeeeeeeeeaeaaba e eeeeeeaaneernns 27




CONG TY CO PHAN CONG NGHE VA DICH VU MOBILE-ID
MOBI I_E 'ID Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng Binh Lgi Trung,
TP. HCM, Viét Nam
Anytime, Anywhere Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

3.1 Quy trinh sa0 1UU va phuc i dlf U ... e e e e e e 27
Bu1il UG IR ettt et e ettt ettt e e e ettt e ettt e e e e e e e e 27
I A - 1o B YU T 1Y Yo N [ (U PP PRPPRPRPRN 27
G I G B o U (o Vo I o [ ol =Y Yo I [ {1 PP PPN 27
3.1.4  Quy trinh KNOi phuc dlf U ...ve e e e e e e e e e aas 27

3.2 QUY triNN GIAM SAE ICN VU 1uiiiiii i et e e e e e e e e e 27
30201 MU GICN ettt et e ettt ettt e e e e ettt ettt e e e e e e 27
30700 A @ oY o Vo I ol U e 1 T 12 0 T | 27
3.2.3  QUY EMINN GIAM SAL ettt e 28

3.3 QUY triNh CAP NNAL, Thay GO .uuiuriiniiiiit it iee e e e e e et e e e b e eb e st e sa e aa e e s e et sanesanearaaannns 28
3.301  MUC 1N ettt ettt e et e e e e e e e e e et e e e e e e e e e e e e e 28
I 20C T o - Y o 1 o TN oY - 28
3.3.3  QUY NN CAP NNt i e 28

3.4 QUY trinh ra SOAt 10 NONG DA0 MAt.uuuuuiiiieiiiiiieieitieee e e e e e e e e ettt e e e e e e e e e et e e e e e e e e eeseseaaraaans 28
G I s N 1V ol ol o T 28
G IR 7 @/ o o Il UIRVZ- T o] o 10 (o] Vo I o] 5 V- o 1500 P 28
3.4.3  QUY NN FA SOAt .ttt 28

3.5 Quy trinh xtr ly khi€u nai, chdm sOC KhACh hang .....ccvuiiiiiiiii s 28




CONG TY CO PHAN CONG NGHE VA DICH VU MOBILE-ID
MOBI I_E - I D Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng Binh Lgi Trung,
TP. HCM, Viét Nam
Anytime, Anywhere Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

1 GIOI THIEU

1.1 Téng quan

Trusted Pay la san phdm dudc phat trién bdi Céng ty Cé phan Coéng nghé va dich vu Mobile-ID, hoat
dong chinh trong linh vuc cong nghé thong tin véi sif ménh "Mang dén nhirng gidi phap cong nghé tién tién,
sang tao va dé tiép can, gilp tat ca clra hang, ngudi ban hang va cd nhan t&i vu hda hiéu qua cdng viéc,

nang cao chét lugng cudc séng va déng gbép vao su phat trién bén virng cla cdng déng”.

Trusted Pay la giai phap nhan thong bao thanh todn qua ma QR tién Igi va an toan, giai quyét cac van dé
vé thdi gian, bao mét khi thanh todn chuyén khoan va t6i vu hiéu sudt vdn hanh, Trusted Pay mang dén

cho tat ca ctra hang, nha ban hang nén tang, phan mém quan ly giao dich sau thanh toan.

Tap khach hang huéng téi:
- Céac chudi ctra hang ban Ié, siéu thi mini, ctra hang tién Igi 24 gid, tap hda, ...
- Céac ctra hang, chudi spa, chudi FnB (ca phé va tra, nha hang, siéu thi 18n, ...)
- Doanh nghiép van chuyén, chuyén fax, da dich vu, ...

- Cac trudng hoc, cd sa gido dug, ...

1.2 Cac tinh nang to6i uvu cua giai phap

- K&t néi v8i ngdn hang dé cung cdp ma QR theo giao dich yéu cdu va cung cdp thdng bdo tirc thdi
qua API trang thai thanh toan cua giao dich

- Lap tdc gui thong tin thanh toan thanh céng dén cho nha ban hang théng qua cac nén tang: Telegram,
zalo, ...

- Gilp ngudi ban hang co6 thé dé dang theo ddi, dGi soat giao dich

- Thong ké va bado cdo dong tién theo yéu cau, dac thu kinh doanh ctia nha ban hang

- Cung cép dich vu xay dung, thuc hién cac bao cdo BI tai chinh chuyén sau

- Dap Ung tinh nang bdo mat va an toan

- Dé dang tich hgp vdi cac i'ng dung POS, ERP, Website ban hang

1.3 Lgi ich dem lai cua giai phap Trusted Pay
Trusted Pay dudc phat trién dua trén nhu cdu va diéu kién thuc t& cha viéc thuc hién cac giao dich thanh
toan trén thi trudng tai Viét Nam, dem lai cac Igi ich cho nha ban hang va ngudi st dung dich vu nhu:

- Na&ng cao trai nghiém mua sam

- Phong chdéng gian lan, gid mao

- Tiét kiém thgi gian, cong sic

- Bao mat tuyét doi

- TO6i uu hiéu suat van hanh

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 1
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2 GIAI PHAP TRUSTED PAY
2.1 Md hinh trién khai dich vu On-Premise (OP)

Giai phap Trusted Pay sé& trién khai tai ha tdng Ngan hang (Bank Zone) nhdm dam bao vén dé bao mét

thong tin khach hang cia Ngan hang, mo6 hinh dugc moé ta chi tiét sau day.

| Bank Zone

| Trusted Pay Bank

= =

| Network devices

Device

Truy cdp WebApp

Shop/Cira hang

Trusted Pay App

M6 hinh trién khai OP, gidi phap Trusted Pay sé& dudc trién khai trén ha tang cta Ngan hang, nha cung cép
(NCC) s& dua théng tin s lugng may chu va cdu hinh can thiét cho Ngan hang dé chuén bi viéc cai dat.
NCC sé cam két giai phap Trusted Pay phai tuan thu theo chinh sach vé an toan théng tin cia Ngan hang.
Viéc trién khai theo mé hinh OP dam béo tinh bao mét cla théng tin khach hang cia Ngan hang, déng thdi
viéc giao ti€p vadi cac dich vu API Ngan hang sé dam bao tinh bdo mat, vi déu cling trong ddy mang do Ngéan
hang quan ly.

2.2 M6 hinh trién khai dich vu cloud

Giai phap Trusted Pay trién khai theo md hinh dich vu Cloud ctia NCC c&p giai phap. K&t néi dén cac API
ctua Ngan hang cho cac dich vu md tai khoan, tao ma QR thanh toan, ... thuc hién qua kénh truyén riéng

Leased-line hodc VPN nham dam bao tinh bao mat, mé hinh dugc mé ta chi tiét sau day:

| Cloud Zone Bank Zone
R |
pevie Trusted Pay W | Bank
NN NN
| | ] Lease i | ——
[ [ 1| . | [ [ 1|
Truy cdp WebApp -- --
MNetwork devices | Metwork devices

Shop/Cira héng

Trusted Pay App

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 2
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Ha tang Cloud trién khai giai phap Trusted Pay clia NCC cam k&t tudn thi cdc tiéu chi vé& an toan théng tin
bao méat do Ngan hang dat ra va cb bién phap gidm sat dé& dam bao tinh lién tuc cla dich vu.
2.3 Cac thanh phan cua giai phap
2.3.1 WSO02 (Gateway API)
Phan mém WSO02 dudc cai dat trén mot may chu, két néi véi thanh phan quéan ly dinh danh Keycloak
va Trusted Pay Core, tham gia vao qua trinh xac thuc cac API cla Trusted Pay Core.
2.3.2 Keycloak (Identity Access Mgmt)
Phan mém Keycloak dudc cai dat trén moét may chu, dong vai tro quan ly dinh danh ngugi dung,
trudng hgp ngudi dung chua cé tai khoan, viéc dang ky méi sé dugdc thuc hién & thanh phan nay. Khi
mot yéu cau xac thuc xay ra, yéu cau sé dugc gui dén WSO02, rbi tir WSO2 sé goi vao thanh phan
Keycloak, két qua xac thuc la AccessToken tra vé cho Client yéu cau.
2.3.3 Trusted Pay Core
La thanh phan trung tdm cula giai phap, Trusted Pay Core cung cap cac API lién quan dén cac nghiép
vu chinh cta giai phap
2.3.4 Database
Thanh phan Cg sé dir liéu (CSDL) yéu cau may chu cé dung lugng Disk tugng ddi, CPU va RAM ciing
can co6 cau hinh cao, viéc nay anh hudng I6n dén hiéu nang cta giai phap. May chu CSDL dudc cai dat
2 Hé quan tri CSDL d6 la MariaDB (dung cho Trusted Pay Core, OpenAPI va MNS) va PostgreDB (dung
cho thanh phan ThingsBoard).
2.3.5 Redis (Data caching service)
May chl Redis nhan yéu cau caching dit liéu tir Database, hién tai cac thanh phan nhu Trusted Pay
Core, OpenAPI va MNS dang sU dung dich vu nay nham han ché viéc truy xudt thudng xuyén xudng
Database, nham tang t6c d6 xu ly ctia hé thdng.
2.3.6 Kafka
La dich vu hd trg giao tiép gilta cdc thanh phan trong gidi phap Trusted Pay. Dich vu ndy nhdm tdng
téc viéc trao dGi gilta cac thanh phan, tham gia vao viéc tdng hiéu suét cua giai phap.
2.3.7 MNS (Message Notification Service)
La dich vu chiu trach nhiém gui théng bao (vi du: bién dong s6 du tai khoan) dén ngudi dung qua cac
kénh: Email, SMS, Zalo Notification, Firebase Notification.
2.3.8 OpenAPI (Bank Connector)
La dich vu tuong tac truc tiép v8i Ngan hang, qua cdc API ma Ngan hang cung cép dé thuc hién cac
nghiép vu:
- eKYC Onboarding

Tao/vo6 hiéu hda tai khoan thu ho (Virtual account (VA) - Tai khoan ao)

e DG4I tuong khach hang ca nhan
e DG4I tuong khach hang doanh nghiép

Tao yéu cau giao dich QR dong/tinh

Nhan két qua thong bao giao dich bao cé

Truy van théng tin tai khoan

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 3
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- Truy van théng tin giao dich

2.3.9 IoT
La thanh phan chuyén déi (converter) giita cdc bén d&u ndi vdi ThingsBoard.

2.3.10 ThingsBoard
ThingsBoard la nén tang dugc dung dé két ndi, quan ly, thu thap di liéu, truc quan hda va xir ly dir
liu tir cac thiét bi IoT, cu thé & day la thiét bi Loa (Sound Box)

2.3.11 FrontEnd
La ing dung Web cung cdp cho ngudi dung cudi, FrontEnd la mét vi du dién hinh cho trudng hgp tich
hop gidi phdp theo hudng tich hgp API. Web app FrontEnd dudc phan quyén cu thé dé quan ly t6 chic,
dai ly, clra hang, nhan vién va thong tin giao dich cua hé théng

2.3.12 Trusted Pay Mobile App
La phién ban trén thiét bi di dong ctia FrontEnd (Web app), mang lai tinh tién Igi cho ngudi dung cudi.

14:41 o N RS 75% @ 14:41 N AL 7A%E 14:42 N S TA%
[ 5}, in chao, Ngan Nga Thi Thanh
#% BAT DONG SAN NGAN Quét ma QR dé chuyén tién dén
Ban dién thoai
Homnay ) (Hémaua) ((Treng ting) (@ NGO THI THANHNGAN

OCB - TPS01992503447000 ~

Théng tin S Nhapsé tién
Tong quan doanh nghiép ban hang

Glao dich: 153
Doanh thu: 325,699,029 VND

P Trusted Théng ké cla hang

Ban my pham

B ciaodich: 21
Gt ST > Doanh
Thuc day doanh nghiép ban hang cua b
ban Ién tam cao mdi Ban giay
3 Giao dich: 22
Dang ky ngay hém nay dé trai nghiém tién ich cta Doanh thu: 91,499,893 VND
Trusted Pay.
Ban dép
B Gisodich:5 napas 24 | ©ocs

Doanh thu: 62,254,722 VND

Ban nha

@ Giao dich: 73 Luuma QR
Doanh thu: 49,151,889 VND
Banxe 616

B Gisodicn:13

Doanh thu: 14,274,668 VND

i Tiép tuc bing Mobile-ID
__ Bandién thoaj
G Tiép tuc véi Google . > o) f

Trang chil

I O < 1 @] < 1 @] <

2.3.13 Device (Loa - Sound Box)
La thiét bi s& hién thi ma QR cho viéc thanh todn va phat thdng bdo bang giong ndi vé trang thai giao
dich.

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 4
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2.4 M6 hinh két ndi cac thanh phan va cau hinh may chu (trié€n khai OP)
2.4.1 So do ha tang DC

Identity Access Mgmit Data Caching Service

Gateway APT E@ E@ E@ E@ Open API
E E Keycloak 01 Keycloak 02 Redis 01 Redis 02 E E ﬁ

Dalabase DpendPT 01 OpendPI 02

Trusted Pay Code
U Ecw
@ @ IoT Service
1 02

Database  Database
Q
TrustedPay  TrustedPay
FrontEnd Core 01 Core 02 @ @
Kalka Service
E E laT 01 laT 02

WS02Z 01 Ws02 0z

Banlk

FrontEnd 01 FrontEnd 02 Message Notification Service

MNS 01 MNS 02

ThingsBoard ThingsBoard

E E Kafka 01 Kafka 02 ThingsBoard
o1 oz

Sd d6 may chu ha tang DC (du phong tai chd gom 2 node mdy chui)

) HE QT

server CSDL

2 cores X
WSO02 Oracle Apache i
Java | P 4 Logical 16GB 250GB
1 (Gateway Linux 17 Tomcat Processors 2
Minimum Minimum
API) 8.8 9.0.94 @36 | )| )
GHz
Keycloak 2 cores x
Oracle 4 Logical
(Identity _ Java | Quarkus cgica 16GB 100GB
2 Linux = -5 Processors o o 2
Access 8.8 L. @ 3.6 (Minimum) | (Minimum)
Mgmt) GHz
2 cores X
Oracle 4 Logical
Trusted Pay Java | Wildfly cgica 32GB 100GB
3 C Linux 17 7 Processors 2
ore . . . .
8.8 @ 3.6 (Minimum) | (Minimum)
GHz

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 5
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Web HE QT
Java
server CSDL
MariaDB | 2 coresx
I q
Oracle 10.6 4logical | 6468 2TB
4 Database Linux Processors 2
8.8 PostgreSQL @ 3.6 (Minimum) | (Minimum)
15 GHz
Redis 2 cores X
Oracle i
4 Logical 16GB 250GB
(Data i
5 Linux Processors 2
Caching 8.8 @ 3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
Oracle :
' Java 4 togical | 4eGp 250GB
6 Kafka Linux Processors 2
-, 17 @36 (Minimum) | (Minimum)
GHz
MNS 2 cores x
Oracle 4 Logical
(Message Java | Wildfly ogica 16GB 100GB
7 Linux Processors 2
Notification a8 17 27 @3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
OpenAPI Oracle i
Java | Wildfly 4 Logical 16GB 100GB
8 (Bank Linux . . Processors 2
(Minimum) | (Minimum)
Connector) 8.8 @ 3.6
GHz
2 cores X
Oracle i
Java | Wildfly 4 Logical | 4668 100GB
9 IoT Linux Processors 2
88 17 27 @3.6 (Minimum) | (Minimum)
GHz
2 cores X
Oracle Apache i
' meE | 4 Logical | 4eGp 100GB
10 | ThingsBoard | Linux . Tomcat Processors o o 2
8.8 9.0.73 @ 3.6 (Minimum) | (Minimum)
GHz
Giai phap thong bao thanh todn ma QR Trusted Pay Trang 6
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HE QT
server CSDL
2 cores X
Oracle i
Java | Wildfly 4Logical | 4668 100GB
11 FrontEnd Linux 17 7 Processors o o 2
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
12 Device Thiét bi Sound Box (Thong tin chi ti€t vui long lién hé véi nha cung cap)

2.4.2 So do ha tang DR

Tdentity Access Mamt Data Caching Service

Gateway APT E@ E@ Open APT
E Keycloak Redis E ﬁ

Datata
ws02 slatass OpenAPl Bank

Trusted Pay Code
Bl
@ IoT Service

Database
TrustedPay
FrontBnd Core @
Kalka Service
@ E ToT

FrontEnd Message Notification Service

MNS

E Kalka ThingsBoard

Thing=Board

So d6 may chu ha tang DR

2 cores x
Ws02 Oracle Apache .
Java P 4 Logical 16GB >50GB
1 (Gateway Linux Tomcat Processors 1
API) 8.8 17 9.0.94 @ 3.6 (Minimum) | (Minimum)
GHz

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 7
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HE QT
server CSDL
Keycloak 2 cores X
Oracle 4 Logical
(Identity Java | Quarkus — 16GB 100GB
2 Linux : 5560 Processors o o 1
Access 8.8 2. @ 3.6 (Minimum) | (Minimum)
Mgmt) GHz
2 cores X
Oracle 4 Logical
Trusted Pay | Java | Wildfly egica 32GB 100GB
3 c Linux 17 7 Processors 1
ore . .
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
MariaDB | 2 coresx
Oracle i
10.6 4 togical | 4GB 2TB
4 Database Linux Processors o o 1
8.8 PostgreSQL @ 3.6 (Minimum) | (Minimum)
L5 GHz
Redis 2 cores x
Oracle i
(Data _ 4 togical | 4GB 250GB
5 . Linux Processors o o 1
Caching 8.8 @ 3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
Oracle i
Java 4 Logical 16GB 250GB
6 Kafka Linux . Processors o o 1
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
MNS 2 cores X
Oracle 4 Logical
(Message Java | Wildfly cgica 16GB 100GB
7 . ] Linux 17 7 Processors o o 1
Notification 8.8 @3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
OpenAPI Oracle i
_ Java | Wildfly 4 Logical | 46GB 100GB
8 (Bank Linux . o Processors 1
(Minimum) | (Minimum)
Connector) 8.8 @ 3.6
GHz
Giai phap thong bao thanh todn ma QR Trusted Pay Trang 8
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Web HE QT
server CSDL
2 cores X
Oracle i
Java | Wildfly 4 Logical | 46GB 100GB
9 IoT Linux 17 7 Processors o o 1
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
2 cores X
Oracle Apache i
Java | © 4 Logical | 16GB 100GB
10 | ThingsBoard | Linux - Tomcat Processors 1
Minimum Minimum
8.8 9.0.73 @36 | )| (€ )
GHz
2 cores X
Oracle i
Java | Wildfly 4 togical | 4eGp 100GB
11 FrontEnd Linux 17 7 Processors o o 1
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
12 Device Thiét bi Sound Box (Thong tin chi ti€t vui long lién hé véi nha cung cap)

2.5 Pang ky tai khoan eKYC véi ngan hang
Chirc ndng dang ky tai khoan eKYC chi kha dung v8i mét s6 ngan hang @bank nhét dinh cé hd trg.
Hé théng ho trg ddng ky truc tiép véi ngan hang vdi cac budc sau:

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 9
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Customer Trusted Pay Banking
-~ 1. Y&u cdu tao dang ky tai khoan L
4. Y&u cdu tao ding ky tai khoan méi véi théng tin khach hang K
< 2. Yéu chu tai lén cac théng tin cin dang ky :
3. Tai lén cdc théng tin dang ky
4. Y&u ciu tao dang ky tai khoan m&i véi thang tin khach hang i
|5. Thirc hién KYC théng tin
| 6. Hoan thanh KYC théng tin khach hang
T
7. Yéu cu xac nhan tao tai khodn méi
| 8. Yéu cdu xdc thyre OTP xac nhdn md tai khoan
G e -| ---------------------------------------------------------------
9. Xac thuc OTP md tai khoan méi |
" 10. Xac thec Otp thanh cdéng
11. Yéu cdu két qua qua trinh tao tai khoan N
< 12. Phan hdi két qua ding ky tai khoan ngan hang

Budc 1: Khach hang yéu cau thuc hién tao tai khoan ngan hang @bank véi hé théng Trusted Pay.
Budc 2: Khach hang thuc hién cac thao tdc nhu NFC va chup anh dé tai 1&én cac théng tin theo biéu
mau yéu cau ma ngan hang can dé ma tai khoadn. Trong dé bao gém cac théng tin nhu:

e Thong tin cd ban cua khach hang tir thong tin NFC

e Tailén CCCD mat trudc va sau, anh chan dung dung cho viéc KYC véi théng tin can dang ky
Budc 3: Sau khi hoan tat qua trinh KYC va dugc ngan hang chap thuan cho phép md, khach hang
can thuc hién xac nhadn OTP v&i ngdn hang dé xac nhan ddng y va hoan tat qua trinh md tai khoan
ngan hang.
Budc 4: Khi da hoan tat cac qua trinh khach hang sé nhan dudc thong tin chi tiét tai khoan tir ngan

hang qua email ca nhan va so dién thoai dang ky.

2.6 Lién két tai khoan véi ngan hang

Gidi phap lién két tai khodn ngan hang chia sé bién dong s6 du thong qua tai khoan dinh danh (Virtual

Account)

*Uu diém

Thay thé& s6 tai khoan thanh todn chinh tai bang chudi ky tu do doanh nghiép tu chu dong dit.
Gilp doanh nghiép nhan dién giao dich theo ngudi chuyén tién (theo dai ly, nha phan phéi, khach
hang, ...) hodc theo s6 hgp ddng theo ddi d& dang theo tirng muc dich chuyén.

Khéng gidi han s6 lugng tai khoan dinh danh lién két vaGi 01 tai khoan thanh todn cia doanh nghiép.
Quan ly hiéu qua tinh trang thanh toan cua cac khoan phai thu cta doanh nghiép.

T6i vu hoa thdi gian, nguon luc trong viéc dGi soat giao dich.

*Piéu kién sur dung:

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 10
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- Co tai khoan g6c tai ngan hang

Customer TrustedPay Banking

o 1. Yéu céu lién két tai khoan o

A A

2. Yéu cAu t3i l&n cdc théng tin cAn ding ky :

R e e e P L L LT EE

3. Dién cac théng tin yéu ciu cho viéc lién két tai khoan

4. Yéu ciu tao tai khoan dinh danh (Virtual Account) —

5. Thing bao két qua tao tai khoan dinh danh (Virtual Account)

7. Glri m& xac thyre OTP xac nhdn mé tai khoan

8. Xac thuc OTP mé tai khoan dinh danh (Virtual Account)

v

9. Phan hdi két qua xac thuc

4 ............................................................. L
10. Phan héi két qua lién két tai khoan

- Budc 1: Khach hang gui yéu cau lién két tai khoan dén hé thong Trusted Pay.

- Budc 2: Trusted Pay yéu ciu khach hang tai Ién cac théng tin can déng ky (chdng han nhu gidy t&
xac minh danh tinh).

- Budc 3: Khach hang gui cac théng tin yéu cau cho viéc lién két tai khoan.
- Budc 4: Trusted Pay gui yéu cau tao tai khoan dinh danh (Virtual Account) téi hé thGng ngan hang.
- Budc 5: Ngan hang phan hoi két qua tao tai khoan dinh danh vé Trusted Pay.
- Budc 6: Trusted Pay gui yéu cau xac nhan tao tai khoan dinh danh (Virtual Account) vdi ngan hang.
- Budc 7: Ngén hang gui ma xac thuc OTP dén khach hang dé xac nhdn md tai khoan.
- Budc 8: Khach hang nhap OTP dé xac thuc md tai khoan dinh danh.
- Budc 9: Ngan hang phan hoi két qua xac thuc vé Trusted Pay.
- Budc 10: Trusted Pay thong bao két qua lién két tai khoan cho khach hang.
2.7 Giai phap thanh toan bang QR tinh
QR tinh 1a m& QR dudc tao ra mot Ian va khdng thay d6i thdng tin theo thdi gian. M3 QR nay thudng chira
thong tin c6 dinh nhu sé tai khoan ngudi nhan (Virtual Account), s6 tién c6 dinh (néu cd), va thong tin lién
hé.

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 11
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B

CONG THANH TOAN

(1) 8-2)

KH dang nhap \ KH nhép s0 tién

céng thanh toan cén thanh toan
trurc tuyén

(4-1)
Thure hién quy trinh xac thye (FacelD, PIN
code) va nhan théng bao thanh todn thanh
cong

(4-2)
DAy két qua giao dich

G
Pay giao dich thanh
toan thanh céng vé
quay thu ngan

(2)
Thu ngén tinh tién va théng bao
@ tién KH can phai tra

(1)
Khach hang (KH) dén thanh toan bang
hinh thirc quét ma QR

Thu ngén xuat hoa don va két thic
giao dich

Giai phap yéu cau clra hang tao mot Virtual Account ¢ dinh va lién két v8i méa QR tinh trudc d6, ma QR nay
dugc hién thi 1&n trén thiét bi loa. Sau khi d& c6 thdng tin QR thi quy trinh thanh todn QR tinh nhu sau:
1. Khéach hang dé&n quay thu ngén thanh todn b&ng hinh thirc quét ma QR, ddng thdi truy cap vao céng

thanh toan (ngan hang, momo, ...).

2. Thu ngan tinh tién va thong bao s6 tién tGi KH.

KH quét ma QR code co trén thiét bi va nhap s6 tién thu ngan thong bao.
KH thuc hién quy trinh xac thuc theo yéu cau tir cdng thanh todn (ngadn hang, momo, ...) va Céng

thanh todn (ngdn hang, momo, ...) day két qua giao dich vé hé thdng.
5. Loa phat thong bdo dén thu ngén vé “Giao dich thanh toan thanh céng” va thu ngan xudt héa
don va két thuc giao dich véi KH.
C6éng thanh todn: App ngén hang, vi thanh toan dién t&r Momo, ...

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 12
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QUY TRINH THANH TOAN BANG QUET MA QR TINH

KHACH HANG CIFA HANG TRUSTED PAY THIET BI NGAN HANG
| T | T T
| | | | |

] | | | |
| Cuét m3 CR dirge ddn trén thige bi—) L |
| [ u I
| | |
| ! | Thure hién thanh tod
J—H(— —Tra kit qua thanh todn- — —:— ——————————— :— ___________ :_ __________
|
- Tra ket qua giza dich
|

(posthack)
I

|
|
- _ Trd kftqua gizo dich__ __ Giri théng héuﬁtqua'
[postback] thanh tadn Thigt bi phat théng bio thanh
toan thanh cdng

2.8 Giai phap thanh toan bang QR dong
QR ddng 1d m3 QR dudc tao ra tu ddng cho modi giao dich, chira thdng tin dong nhu sd tién, thai gian, va
m& giao dich. M3 QR nay thay déi sau mdi lan st dung.

$
. - s . R P‘.ha't théng b

g 1 (3) Trusted Pay gUi yéu cau tao mé QR tdi Cong thanh toan . . €altima g bdg

SR e o 970 g

. . e e . Cong 3

i (4) Cong thanh toan tao va phan hoi méa QR tdi Trusted Pay gion 96y ng
f ()
-] DAy k&t qué giao dich
CONG THANH TOAN ®)
DAy giao dich thanh

toan thanh cong vé
quay thu ngan

(M
KH dang nhap I
cong thanh toén

truc tuyen Thu ngan tinh tién va glri yéu

cau tao méa QR (bao gom sd
tién can thanh toan)

(M
Khéch hang (KH) dén thanh toan béng
hinh thirc quét ma QR
(6)
KH xac nhan va bat dau thuc hién quy = R
trinh x4c thuc (FacelD, PIN code) Thu ngan xu&t hoa don va két thic

giao dich

Giai phap yéu cau clra hang tao mot Virtual Account. Sau khi da c6 thong tin QR thi quy trinh thanh toan
QR tinh nhu sau:

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 13
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1. Khach hang dé&n quay thu ngén thanh toan bang hinh thirc quét m& QR, ddng thdi truy cap vao cdng
thanh todn (ngan hang, momo, ...).

Thu ngan tinh tién va tao ma QR vdi s6 tién can thanh toan.

Hé théng yéu cau tao ma QR tdi céng thanh todn.

C6ng thanh toadn tao va phan hdi ma QR tdi hé théng va hién thi 1&n thiét bij loa.

KH quét ma QR code cé trén thiét bj va kiém tra thong tin giao dich.

o u ks wnN

KH thuc hién quy trinh xac thuc theo yéu cau tir c6ng thanh todn (bank, momo, ...) va Céng thanh
todn (ngdn hang, momo, ...) ddy két qua giao dich vé hé théng.

7. Loa phat théng bdo dén thu ngan vé “Giao dich thanh toan thanh cong” va thu ngéan xuat hoa
dan va két thic giao dich vai KH.

C6ng thanh todn: App ngén hang, vi thanh toan dién t&r Momo, ...

QUY TRINH THANH TOAN BANG QUET MA QR PONG
CUA HANG TRUSTED PAY THIET BI NGAN HANG

T 1
I |
I |
] |

KHACH HANG

I

|

|

|

Wéu ciu tac CR |

Giri y&u ciu tas CR- * l | ]

Tao COR
e

Tra ket qua ma GR-

i m3 CR dé&n thigt bi—»—

H
|
:

|

|

|

| |

T : : Hién thi m3 CR trén thigt bi :

Huet m3 QR |8y y&u cdu thanh todny o ] |

I I |

I I L |

[ [ ! . . |

1 1 1 Thuc hign thanh todn >
L I | |

K&t qua thanh todn : I : |
I K&t qua giae dich [ postback)—
1

I | ‘

1 I

____Trd két qua giae dich G théng bdo ket gua 1 |

(postback) thanh toan Thigt bi phat thing bés |

T T thanh todn thanh cing |

I I I
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2.9 Phan hé FrontEnd

Nhom chirc N A Super Agency Agency Merchant Merchant .
nang LT LI Admin Owner Admin Owner Admin S LTl SR

Xem théng tin agency cap dugi ™M ™M ™M
Xem/cap nhéat chi thong tin agency minh quan ly ™M ™M ™M

1. Quan ly Agency — ; . .
Xem tat ca merchant cda agency cap dudi ™ ™
Tao, cap nhat, x6a merchant thuéc agency minh ™M ™M ™M
Tao, slra, x6a merchant (Merchant Owner) ™M M v
Tao, slra, x6a sho

2. Quan Iy - P 4] | |

Merchant Tam ngung/vé hiéu héa merchant ™M ™M
Xem théng tin, cdu hinh merchant ™M ™M ™
Tao, slra, x6a shop (Shop Manager) v v v v

3. Quan ly Shop
Xem thong tin, van hanh shop ™ M ™ ™ ™
Mdi/slra/x6a user, gan vai tro trong agency ™ ™ ™M

4. Quan ly nhan MGi/stra/x6a user, gan vai trd trong merchant

su & vai tro /sua/ +9 9 M M M M M
Mdi/stra/x6a user, gan vai tro trong shop ™ ™ ™ v
Xem thong ké s6 lugng merchant cua agency, sub agency v v v
Xem théng ké doanh thu merchant cla agency, sub
agency %} 4] |
Xem doanh thu merchant ™ ™ ™ M M

5. Théng ké & Xem doanh thu shop ™ ™ ™ ™

Béo céo
Xem giao dich shop M 4] 4] 4| 4|
Xem toan bd giao dich cia merchant ™ ™ ™ ™ ™
Xudt bao cao doanh thu v v ™M v v v
Xuét bdo cdo giao dich (Transaction, SMS, Notify, ...) ™ ™ ™ ™ ™ v
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Nhorp it Super | Agency | Agency | Merchant | Merchant | uop admin | shop star

Thém, cap nhat, gén hodc bé thiét bi Agency ™M ™M ™M

6. Quan ly Device | Cap nhat, gan hodc bo thiét bi Merchant ™ ™ ™ | |
Cép nhét, ngat thiét bi Shop ™ | |
Tao VA ™ M M
Tao VA cé device (Sé tu lién két device v@i Shop) ™ | |

(Vireual Account) | X% VA & & & &
Tao QR tir VA ™ o o ™ ™
Xem VA ™ M ™M ™ ™
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2.9.1 Giao dién Quan ly dai ly (Agency)
Quan ly dai ly thudc quyén quan tri cia Agency, cho phép quan tri vién thuc hién cac thao tac sau:
- Quan ly tat ca sub agency, merchant va shop trong hé thong.

- Xem chi tié€t, thém mgai, xda va cap nhat thong tin clia sub agency, merchant va shop.

. SRR Ngé Thi Thanh Ngan
T\Trusted [0 Quanly daily Q T‘ AGENCY MASTER |
Daily R
Paily
Q Ngudi dun ~ :
o N9 g ACENCY MASTER1
(2 i 1o i b
E@ Quan Iy thiét bi inh s
J = Doanh nghiép ban hang & chinhsta
HTC ® Them
paily [ xea
Canh D23

Doanh nghiép ban hang
@
Canh D1

Doanh nghiép ban hang
canhD

gy Doanhnghi¢p ban hang
THP Merchant

Doanh nghiép ban hang
=

test

Paily
Test Dai Iy cép 2

oaily
CONG TY TNHH SSC (VIETNAM)

Daily
CONG TY €& PHAN DAU TU VA XAY DUNG SONG THAO PHU THO

gy Doanhnghi¢p bén hng
CONG TY TNHH SAN XUAT THUGNG MAI DICH VU MINH CHAU STAR

~ Doanh nghiép bén hang M

Phién ban 120250423 ban quyén © 2024 - 2025 Cong Ty C6 Phan Cong Nghé va Dich Vu Mobile-1D info@mobile-idvn Y4 1900 6884

2.9.2 Giao dién Quan ly thiét bi
Quan ly thiét bi thudc quyén quan tri cia Agency, cho phép quan tri vién thuc hién cac thao tac sau:
- Quan ly tat ca thiét bi trong hé thong.
- Xem chi tiét, thém mgi, xda va cap nhat théng tin thiét bi.
- Gan (assign) thiét bi cho agency, merchant hodc shop chi dinh.
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T.‘Trusted’ Quan Iy thiét bi

Paily

Q, Ngusi dung

n Iy thiét bi

(D)

S8 lugng thiét bj 20

Kiéu thiét bi
Cs89+

csas

css9

cs89

csa9

cs89

cs89

cs89

csa9

cs89

10 v 110 trong 56 20 muc

56 Iugng da kich hoat 17

SG SN thiét bj D4 chi dinh
5401250205000001 Testshopa
5400200421000002 SHOP VN
5401012605000001

5400200327000003 Loa CS89
5400200409000002 Loa CS89
5400200409000001 Loa CS89
5400200327000002 Loa CS89
5400200327000001 Shop Than Thién Mai Trusng
5400200326000011 Meme Shop
5400150202000003 canhc
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2.9.3 Giao dién Dashboard POS
2.9.3.1 Trang chu (Home)

Tai day, quan tri vién co thé thuc hién céac thao tac:

Tai khoan thu hé
TPS01001028000001
TPS01002004000004
TPS20012602090000
TPS01002004000003
TPS01002004000002
TPS01002004000001
TPS01002003000013
TPS01002003000012
TPS010020030000T!

TPS01001503000003

Ng6 Thi Thanh Ngan
ACENCY MASTER 1

o P

Xusttstcda OB Chidinh

= Loc  Dingtai
Trang thai
Dang hoat déng
Dang hoat déng
Dang hoat déng
Pang hoat déng
Dang hoat déng
Dang hoat déng
Dang hoat déng

Khong hoat dong

o8
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- Xem thdng ké tdng quan vé téng sb giao dich, tdng doanh thu va doanh thu trung binh trén 1 giao

dich.

- Xem danh sach doanh thu cua cac shop.

- Xem biéu d6 truc quan thé hién gia tri doanh thu clia merchant theo ngay, quy hodc ndm

Bang diéu khién

pTrusted_ y@®

. = Téngs6giaodich
(&5 Giaodich
& caidat

| Téng s6 tién vao

325,699,029 o

BAN MY PHAM
Téng s6 giao dich: 21

=

BAN GIAY
Téng s6 giao dich: 22

BAN DEP
Téng s6 giao dich: §

BAN NHA
Téng s6 giao dich: 73

BAN XE O TO
Téng s6 giao dich: 13

BAN DIEN THOAI
Téng s6 giao dich: 14

TEST BAN CHECKID
Téng s6 giao dich: 5

PNy o

H&m qua

4 Tong s6 tién vao

153

Khic v
108,392,168 VND

91,499,893 VND.

62,254,722 VND

49,151,889 VND

14,274,668 VND.

92,289 VND

33,400 VND
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325,699,029 ..o

Biéu d6 tang trudng déng tién

Théng ké theo ngay (17/04/2025 - 24/04/2025)

Tong s6 tién Tong s6 giao dich

47,223 yND 5

@ S6tién @ S6 giao dich

100,000
90,000
80,000
70,000
60,000
50,000
40,000

o.

30,000 &
20,000
10,000

o

18/04/2025

Ngb Thi Thanh Ngan
BAT DONG SAN NGAN

o P

*  Gia tri trung binh mai giao dich

2,128,751 0

56 tién trung binh tiing giao dich

22,407 vND

2

D eess——
—_— .
o

21/04/2025 23/04/2025
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2.9.3.2 Giao dich (Transaction)
Trang quan ly giao dich thudc quyén quan tri cia Agency va Merchant, cho phép quan tri vién thuc hién
cac thao tac sau:
- Xem thdéng ké tdng quan vé téng s6 giao dich, tdng doanh thu va doanh thu trung binh trén 1 giao
dich.
- Xem hoac tim kiém danh sach cac giao dich cta cac shop thuéc merchant va trang thai clia cac
giao dich thanh céng, that bai hoac dang chg, ...
- Tao ma QR thanh todn cho shop va két n6i ma QR tdi thiét bi dé thuc hién thanh toan

- Xudt bao cdo cac giao dich.

. 0 " NgoThiThanh Ngan
PPrses ) Gisodin o P o
() Bang diéu khién
= Téngsé gizodich 4 Tong s6 tién vao * Gia tri trung binh méi giao dich
@ Giaodich
153 325,699,029 .0 2,128,751
& caidst
l Lich su giao dich Q 2 Loc 88 MaQr Xuat tat ca
Théng tin tai khoan S& tién Thdi gian giao dich Cufa hang Trang thai
5,000 23/04/2025 31 Ban my pham Hoan tat
5000 21/04/202518:03 TEST BAN CHECKID Hoan tat
nmn2 18/04/2025 16:22 Ban dign thoai Hoan tat
nm 18/04/2025 1619 Ban dign thoai Hoan tat
vETeeTosa 15,000 18/04/2025 1614 Ban dign thoai Hoan tat
Ngd Ngan
10 v | 1-5trong s65 muc
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2.9.3.3 Chuc nang (Function)

Tai trang Chlc ndng, quan tri vién cé thé kiém soat, th6ng ké va thao tac cac chlc ndng:

a. Quan ly tai khoan ngan hang lién két
Quan ly tai khoan ngan hang lién két cua shop thudc quyén quan tri cia Merchant, cho phép quan tri vién
thuc hién cac thao tac sau:

- Xem hodc tim kiém danh sach cac tai khoan ngén hang cua cac shop thudéc merchant va trang thai

hoat dong, tam khoa, hét han hoac bi khoa, ...
- Xem chi tiét, lién két, tao mdi tai khodn ngdn hang cla shop cu thé
- Tao ma QR thanh toan cho shop va ké&t néi ma QR tdi thiét bi dé€ thuc hién thanh toan

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 19
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pTrusted' gy ©

(D) Bang didu khign

@ Giao dich

Cai dat

Quén Iy clfa hang

Théng tin tai khodn

0379670541
NGO THI THANH NGAN

0379670541
NGO THI THANH NGAN

0379670541
NGO THI THANH NGAN

0379670541
NGO THI THANH NGAN

0379670541
NGO THI THANH NCAN

0379670541
NGO THI THANH NGAN

0379670541
NGO THI THANH NGAN

0379670541
NGO THI THANH NGAN

0977913295
TRAN THI NGHIA

) O QO QO O OO OO o

Y 0379670541

10 v | 1110 trong 5612 muc

Quan Iy tai khodn ngan hang

Tai khoan thu hg Ngay ding ky
TPS01992503447000 26/03/2025
TPS01001002000001 25/03/2025
TPS01002502000001 23/03/2025
TP501992503662000 21/03/2025
TPS01992503438000 21/03/2025
TPS250317160500514 17/03/2025
TPS250317153824346 17/03/2025
TPS250317150017658 17/03/2025
TP5250317114839997 17/03/2025
TRSIENTITINIIINIE. 17i0zMhms
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b. Quan ly shop

Quan Iy ngudi ding

Cia hang

Ban dién thoai

TEST BAN CHECKID

Ban nha

Ban noi that

Ban noi that

Bannha

Ban xe 616

Ban my pham

Ban giay

Quan ly thiét bi

Loai tai khoan

Tai khoan ca nhan

Tai khoan ca nhan

Tai khoan ca nhan

Tai khoan c& nhan

Tai khoan ca nhan

Tai khoan ca nhan

Tai khoan ca nhan

Tai khoan ca nhan

Tai khoan c& nhan

]-\ Ngé Thi Thanh Ngan
© BATOONG SAN NGAN

D

Théng ké/bdo cdo

ERPN - them BTSN

Trang thai =
D3 lien ket
Cha kich hoat
D3 lién ket
ché kich hoat
cha kich hoat
D3 lien ket

a4 lién két

D3 lién két

D3 lién két

info@mobile-idvn 84 19006884

Quan ly shop thudc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:

- Xem danh sach cac shop thuéc merchant va trang thai hoat déng, bi déng cua, ...

- Xem chi tiét, thém, cap nhat, vo hiéu hoa hoac xda shop

- cau hinh théng bao bién déng s6 du tai khoan cua shop qua cac kénh ZNS, SMS, Email, ...

- Qu

an ly giao dich

- Quan ly tai khoan da lién két ngan hang: tao mdi, xem chi tiét,

- Quan ly user thudc shop

pTrusted' y@®

() sang diéu khién

(& Giaodich

Cai dat

Quan ly cla hang

=

Ban dién thoai
mn

Nhan théng bao giao dich

=
Ban giay
1234

Nhan théng bao giao dich

=]

Bén cafe
12345678

Nhan theng bao giao dich

=]

Quan ly tai khoadn ngan hang

Hoat déng

Hoat déng

Hoat dong

Hoat dana
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=
Ban may tinh
3

Nhan théng bao giao dich

=

Ban xe may
1234567

Nhan théng bao giao dich

=i
Ban ndi that
286 Nguy&n Xi

Nhan thong bae giao dich

=l

Quan ly ngudi dung

Hoat déng

Khéng hoat déng

Hoat déng

Hoat déna

gen ma QR

Quan Iy thiét b
= =l

Ban my pham
12345

D Nhan thong bao giao dich

=

Bén nha
14

D Nhan théng bao giao dich

=i
Ban dép
123

D Nhan thong bao giao dich

= =]

Ngb Thi Thanh Ngan
BAT DONG SAN NGAN

a P

Théng ké/bso cao

Hoatdéng =
D
Hoatdéng =
D
Hoat dong
D
Hoat déna hd
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c. Quan ly thiét bi cua Merchant

Quan ly shop thudc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:
- Xem danh sach cac thiét bi thudéc merchant va trang thai hoat dong, tam ngung, hu hdng, ...
- Xem thong tin chi ti€t, cap nhat tén, trang thai thiét bi hoac xda thiét bi.
- Gan (assign) thiét bj tgi cho shop chi dinh

. g Ng6 Thi Thanh Ngan
[Prrustea - 1) caiaat (2R vl
(D) Bang digu khign

Quan Iy clfa hang Quan Iy tai khodn ngan hang Quén Iy ngudi dung Quan Iy thiét bi Théng ké/béo céo
@& Giao dich
& caiaat plE-CR (1) Gan thist bi [EECIRERE]
Kiéu thiét bi S8 SN thiét bi Ba chi dinh Tai khodn thu hd Trang théi
css9 5400200424000001 - TPS01002004000005
10 v | 1trongs61muc

Phién ban 120250423 ban quy&n © 2024 - 2025 Cong Ty C6 Phdn Cong Nghé va Dich Vu Mobile-ID info@mobile-idvn Y, 1900 6884

d. Quan ly nhan vién caa Merchant
Quan ly nhan vién thubdc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:
- Xem va tim ki€ém danh sach nhan vién thudc merchant va trang thai hoat dong.
- Xem thong tin chi tiét hoac xda tai khodn nhan vién.
- MGi nhan vién vao cac shop chi dinh

- Cap nhat vai tro cdia nhan vién

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 21
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p'lrusted’ L) Ccaidat

(D Bang diéu khién

Quan ly cua hang Quan ly tai khoan ngan hang
(8§ Giaodich

Quan ly ngugi dung

Email
nganntt@mobile-idvn

ngonganfithuflit@gmail.com

10 v | 13trongsé 3 muc
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e. Thong k&, bao cao

Tén

Ngan

Ngd Thi Thanh

Ngé Thj Thanh Ngan
Q P BAT DONG SAN NGAN

Quan ly thiét bi Théng ké/bao cao
=% Loc SR Danh s&ch ngudi dung duge mai
Ho
Test
Ngan

o

info@mobile-idvn 84 1900 6884

Thdong ké va bao cao thudc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:

- Xem va tim kiém thong ké/bao cado doanh thu cua cac shop

- Xuat file théng ké/bao cao

pTrusted’ L () Caidat

(D) Bang didu khién

Quan Iy cla hang Quan ly tai khoan ngan hang
(&5 Giao dich

Cua hang
TEST BAN CHECKID
Ban dién thoai

Ban my pham

Téng cong
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Quan ly ngudi dung

Ia) r‘ Ngb Thi Thanh Ngan
= BAT BONG SAN NGAN

Quan ly thigt bi Théng ké/bdo cde
Q 2 Loc M, Xuat bao cdo
Giao dich T8ng doanh thu (VND)
1 5,000
3 37,223
1 5000
5 47,223
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2.10 Giao dién API

2.10.1 Tdng quan vé API

API Trusted Pay cung c8p cac phudng thic tich hgp cho ddi tac dé tao, quan ly va xac nhan giao dich
thdng qua m& QR. Hé théng s dung JSON qua HTTP va tudn theo mot phan nguyén tac RESTful.

2.10.2 Xac thuc va bao mat

Xac thuc thong qua WSO2 API-M:

- WSO02 Key Manager lién két v3i Keycloak dé xac thuc Bearer Token.

- Token dudgc gui kém trong request s& dugc WSO2 xac minh trudc khi chuyén tiép dén hé théng API

Trusted Pay

2.10.3 Chi tiét vé API

Hé théng cung c&p mot s6 API chinh dé hd trg viéc tao ma QR va gadn ma QR vao thiét bi, phuc vu cho
quy trinh thanh todn. D& dam bao tinh bdo mat va kiém soat hé théng, ching tdi khdng cung cép toan bd
API, bao gém cac API lién quan dén viéc tao clra hang.

Cac API dudi day yéu cau déi tdc cung cdp shop_id hgp Ié€ d€ xac dinh don vi trién khai trong hé théng.
DGi tac can dam bao shop_id nay da dudc tao trudc va cd quyén thao tac trén no.

2.10.3.1Tao QR doéng

M6 ta: API dich vu nay tao ma QR ddng cho Tai khoan Ao, trong dé bao gdbm mdt s& tién giao dich cu
thé. M3 QR dudc tao tudn theo tiéu chudn VIETQR va cé thé dugc sir dung dé xr ly thanh todn mot cach
thuan tién.

Endpoint: POST /v1/create/virtual-account/qr

Thuoc tinh Request Header

STT Tén

. Ng{t canh ma ngudi dung dang chon.
1 |x-context-type Strin M ; j
P g Vi du: MERCHANT
String M ID cuia nglr canh, néu x-context-type la
2 |x-context-id MERCHANT thi x-context-id s€ la id cua
merchant
3 | x-virtual-account-id String M ID cla tai khoan ao

Thuoc tinh Request Body

STT Tén Ki€u dir liéu 3 o Description

1 |amount Integer M S6 tién giao dich cho m&@ QR

NOi dung cla giao dich (bdng ti€éng Viét khong

2 |transfer_content String M dsu)

Thuoc tinh Response Headers

STT Tén

ID giao dich cia ma QR da tao nhung chua dugc

1 |x-bank-transaction-id String M thanh toan thanh céng

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 23
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Thudc tinh Response Body

STT Tén Kié€u dir liéu Bat buéc Mb ta
1 |gr_code String M3 QR, tudn theo tiéu chuin VIETQR
2 |amount Integer S0 tién giao dich cho ma QR
3 |gr_code_image String Hinh anh cia ma QR da tao

Resionse examile

{
"gr code": "00020101021138700010A000000727013200069704480119TPS250217230327273~-
00000010208QRIBFTTA530370454061000005802VN62530120C6PMTd4KRxykI1E69uNKO825Thanh toan Iphone 16
Plus63040741",
"amount": 100000,

"qr code image": "/93/4AAQSkZJRgABAgAAAQABAAD/2wBDAA..."

2.10.3.2 Thiét I1ap QR chuyén xudéng thiét bj
API dich vu nay dudc st dung dé lién k&t ma QR vdi mot thiét bi, cho phép thiét bi dugc gédn vSi mét quy
trinh thanh todn hodc giao dich cu thé.
Endpoint: POST /v1/set/device/qr

Thuodc tinh Request Header

STT Tén

. Ng{r cdanh ma ngudi dung dang chon.
1 |x-context-type String M Vi du: MERCHANT
ID cla ngif cadnh, néu x-context-type la
2 | x-context-id String M MERCHANT thi x-context-id s€ la id cua
merchant
3 |x-device-id String M ID cla thiét bi loa

Thudc tinh Request Body

Tén Ki€u dir liéu Bat budc
1 |qgr_code String M M3 QR, tuén theo tiéu chuin VIETQR
2 |amount Integer M S6 tién giao dich cho m&@ QR

Response example

2.10.4 HO trg API két néi bén tha 3
Hé thdng cung cdp API cho cidc phdn mém, (ng dung clia bén th(& ba dé€ tich hgp vao nén tang thanh
todn. Cac bén th(r ba c6 thé:

- GuUi yéu cau tao ma QR cho giao dich.
- Kiém tra giao dich.

- Nhan webhook théng bao giao dich.
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Cac d6i tac can dang ky va dudc cip cap Client ID va Client Secret dé€ sir dung dich vu.

2.11 Quan ly xac thuc dinh danh va truy cap

2.11.1 Muc dich

Xac thuc dinh danh dong vai tré quan trong trong hé théng nhan thong bao thanh toan qua ma QR, dam
bdo réng chi nhitng ngudi dung hop 1& mdéi ¢ thé truy cap va nhan thdng tin giao dich. Hé théng gilp ngan
chan gian lan, bao vé théng tin va tao ra moi trudng giao dich dang tin cay.

2.11.2 Téng Quan vé WSO02 API Manager va Keycloak

WSO02 API Manager |a mot nén tang quan ly API manh mé&, ho trg kiém soat truy cap va bado méat APL.
Hé théng s dung WSO2 dé kiém soat viéc truy clp API, trong khi Keycloak dam nhiém xac thuc ngudi
dung, cdp phat token theo chudn OAuth2/OpenID Connect.

Keycloak, mot nén tang quan ly danh tinh manh mé va tiéu chuén, dé€ dam bao xac thuc an toan, tin ciy
va linh hoat cho ngudi dung. Keycloak hd trg OAuth 2.0, OpenID Connect (OIDC) va JWT, gilip don gian

héa qud trinh tich hgp ma vin ddm bao bdo mat cao.

Keycloak

OAuth App

M

Access Token
from Keycloak

APl Manager

API Backend

n Invoke API @
Using the

Access Token

Viéc sir dung Keycloak mang lai nhiéu Igi ich:

- Bao mat cao: Moi giao ti€p déu thong qua Access Token dugc ma hda va xac thuc chat ché.

- Chuan qudc té: Hé thdng tudn thl cac tiéu chudn bdo mat OAuth 2.0 va OIDC, giup dé dang tich
hgp vai cac nén tang khac.

- Quan ly linh hoat: HO trg nhidu phucdng thirc cdp quyén (Client Credentials, Authorization Code,
Refresh Token, ...).

- M@ rong dé dang: Keycloak cé thé tich hgp vai hé thdng SSO, LDAP, Active Directory, phU hgp Vi

moi doanh nghiép.
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2.11.3 Vai Tro cua Xac Thuc Pinh Danh trong Giai phap Thanh Toan QR
2.11.3.1 Dam Bao An Toan Giao Dich
Xac thuc dinh danh giip dam bao rdng chi cac ngudi dung hgp 1€ mdi c6 thé nhdn dugc théng bdo thanh
toan khi khach hang quét va thanh toan ma QR.
2.11.3.2 Nang Cao Trai Nghiém Ngudi Diung
Viéc xac thuc nhanh chéng, an toan gilp ngudi ding dé dang tich hdp va nhan théng béo giao dich mét
cach chinh xac va kip thdgi.
2.11.4 Kién Triac Xac Thuc Pinh Danh
2.11.4.1 Téng Quan Kién Tric
Hé théng s dung WSO2 API Manager dé kiém soat API va Keycloak lam may chl xac thuc trung tam.
Khi ngugi dung yéu cau truy cap vao thong bao giao dich, hé thdng xac thuc thong qua Keycloak trudc khi
dit liéu dudc gui dén.
2.11.4.2 Cac Thanh Phan Chinh
- WSO02 API Manager: Quan ly, bao mat API va kiém soat quyén truy cap.
- Keycloak Server: May cha xac thuc danh tinh va cdp phat token.
- HEé Thong Trusted Pay: XU ly va gui thong bao giao dich cho ngudi dung.
- Ngan Hang: Cung cap thoéng tin giao dich khi khach hang thanh toan qua QR.
- Ngudi dung: Nhan théng bao thanh todn dé xur ly dén hang hodc dich vu.
2.11.4.3 Lubéng Dir Liéu
Ngugi dung dang nhap vao hé thong.
Keycloak xac thuc thong tin va cap Access Token.
Ngudi dung sir dung token dé goi API théng qua WSO2 API Manager.

W=

WSO02 xac thuc token, kiém tra quyén truy cdp va chuyén ti€p yéu cau dén hé théng nhén théng bao
thanh toan.
5. Hé théng nhan théng bdo tir ngan hang khi khach hang thanh toan QR va gui théng tin giao dich dén
ngudi dung.
2.11.5 Quy Trinh Xac Thuc Pinh Danh
2.11.5.1Pang Ky va Xac Minh Ngudi Dung
Ngudi dung can dang ky va xac minh danh tinh trudc khi c6 thé nhan thdng bao thanh toan.
2.11.5.2Pang Nhap va Xac Thuc
Sau khi xac thuc thanh cong, Keycloak cap Access Token, gilp xac dinh danh tinh ngugi dung trong suGt
qua trinh tao s dung hé thong Trusted Pay.
2.11.5.3 Kiém Tra Token théng qua WSO2 API Manager
Khi ngudi dung gui yéu cau API, WSO2 s& kiém tra Access Token, xac thuc tinh hgp I& trude khi chuyén
ti€p yéu cau dén hé thong quan ly giao dich.
2.11.6 Lgiich cua WSO2 API Manager va Keycloak
2.11.6.1Tinh B3do Mat Cao
- HO trg xac thuc da yéu t& (MFA).

- Ma hoda token ddm bao dit liéu an toan.
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Quan ly phién dang nhap va phat hién hoat dong bat thudng.
2.11.6.2 Dé Dang Tich Hop
- WSO02 API Manager ho trg kiém sodt API, xac thuc va gidi han quy&n truy cap.
- Keycloak ho trg cac giao thirc chuadn nhu OAuth2, OpenID Connect, gitip ngudi dung dé dang tich
hgp vao hé théng hién co.
- C6 thé€ két nGi v3i LDAP, Active Directory va SSO.
2.11.6.3 Tiét Kiém Chi Phi

La giai phap ma ngudén md, khoéng ton chi phi ban quyén.

Giam thiéu chi phi van hanh so vdi cac giai phap thuong mai.

Tém lai, viéc s&r dung WSO2 API Manager va Keycloak giup hé thong Trusted Pay dat dugc bao mat cao,
dé dang tich hgp, quan ly ngusi diing hiéu qua va t8i uu chi phi, mang lai trai nghiém giao dich an toan va

tién Igi cho cad khach hang va ngudi dung

3 VAN HANH
3.1 Quy trinh sao Iuu va phuc hoi dir liéu
3.1.1 Muc dich
Quy trinh sao luu va phuc hdi nhdm dam bao dif liéu cua hé théng Trusted Pay dudc luu trit an toan, cd thé
khéi phuc nhanh chdng khi xay ra su cd.
3.1.2 Tan suat sao luu
- Sao luu hang ngay: Dt liéu giao dich, nhat ky hé thong.
- Sao luu hang tuan: Cau hinh hé théng, cd sé dit liéu chinh.
- Sao luu hang thang: Sao luu toan b6 hé théng
3.1.3 Phudng thirc sao luu
- Sao luu tai chd (Onsite Backup): D{f liéu dudgc luu trif trén hé théng Iuu trit ndi bo.
- Sao luu tir xa (Offsite Backup): Sao luu dir liéu Ién hé théng luu trr ddm may hodc may chu du
phong.
- Sao luu néng (Hot Backup) va sao luu lanh (Cold Backup) dudgc trién khai tuy theo loai di liéu
3.1.4 Quy trinh khoi phuc dir liéu
Kiém tra nguy@n nhan mat dir liéu.
Xac dinh ban sao luu phu hgp.
Thuc hién khoi phuc theo hudng dan k¥ thuét.

Kiém tra va xac nhén tinh toan ven cua di liéu.

A W

Cap nhat trang thai hé théng va thong bao cho cac bén lién quan.
3.2 Quy trinh giam sat dich vu

3.2.1 Muc dich

Gidm sat dich vu nhdm dam bao hé théng Trusted Pay hoat dong &n dinh, phat hién s6m cac su cd va
Kip thai xur ly

3.2.2 CoOng cu giam sat

Hé thong giam sat tap trung (Prometheus).
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Canh bao qua email hoac Telegram khi phat hién su c6.
3.2.3 Quy trinh giam sat

Cau hinh cong cu giam sat va cac ngudng canh bao.
Theo doi hoat dong hé thong theo thai gian thutc.
Phan loai su c6 theo mitc d6 nghiém trong.

XU ly su co.

Lap bdo cdo tdng hop dinh ky.

sk weN e

3.3 Quy trinh cap nhat, thay doi

3.3.1 Muc dich
Dam bao cac thay d6i trén hé théng Trusted Pay dudgc trién khai an toan, khéng anh hudng dén hoat ddng
dich vu.

3.3.2 Loai cap nhat

1. Cap nhéat bao mat.

2. Nang cap tinh nang.

3. V4 16i hé théng.

3.3.3 Quy trinh cap nhat
Kiém th ban cdp nhéat trong méi trudng kiém thr.

Xac nhan tinh 6n dinh cda ban cip nhéat.

1
2
3. Lén lich trién khai cdp nhat ngoai gi& cao diém.
4. Thuc hién cap nhat theo k& hoach.
5. Kiém tra hdu cap nhét d& dam bao hé théng hoat ddng binh thudng.
6. Lap bdo cdo cap nhat gui cho cac bén lién quan
3.4 Quy trinh ra soat 16 hong bao mat
3.4.1 Muc dich
Phat hién va kh&c phuc kip thdi cac 16 hdng bao mat nhdm bao vé hé thong Trusted Pay khoi cdc mdi de
doa.
3.4.2 CoOng cu va phuong phap
1. Quét 16 hong bdo mat dinh ky b&ng Nessus.
2. Kiém thr x&m nhép (Penetration Testing) hang quy.
3. Theo doi va cdp nhat cac ban va bao mat mdi nhat.
3.4.3 Quy trinh ra soat
Lap k& hoach kiém tra bao mét.
Thuc hién quét 16 hdng va phan tich két qua.
Xac dinh cac rui ro va l1én phuong an khac phuc.

Ap dung bién phap khc phuc va kiém tra lai.

A

Bao cao két qua ra soat va cap nhat chinh sach bao mat.
3.5 Quy trinh xtr ly khié€u nai, cham séc khach hang
Cac thdng tin vé gid va chinh sach bao hanh, bao tri thiét bi s& dugc thé hién chi tiét trong hdp dong.
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Quy trinh xur ly khi€u nai s& bat dau khi khach hang gui khi€u nai tdi cac kénh ti€p nhén cua cong ty, cu
thé nhu sau:

Khach hang s dung dich vu Trusted Pay va trong qué trinh st dung gép céc 16i vé sdn pham hodc
dich vu, khach hang sé gui cac khi€u nai qua cac kénh:
e S0 dién thoai: 028 3622 2982 hoac hotline 1900 6884

e Email: info@mobile-id.vn

e Website: https://trustedpay.mobile-id.vn/

- Ti€p nhan va phan loai thong tin: Ngugi ti€p nhan ghi lai day du thong tin khach hang, cac van dé
khach hang khi€u nai va phan loai thong tin.

- X&c thuc van dé: B phan tiép nhan thong tin khi€u nai va gui dén bd phan lién quan dé xac minh
van dé cua khach hang. Xac dinh nguyén nhan: van dé mdgi phat sinh hay da xay ra trudc dé va lap
di I&p lai nhiéu 1an, van dé 16i phat sinh do san pham hay k¥ thuat, ...

- Dua ra giai phap: Sau khi xac dinh dudc nguyén nhan cua cac van dé khiéu nai, cac b6 phan lién
quan sé dua ra hudng xUu ly va hanh déng khac phuc di kem.

- Phan hoi t&i khach hang: Sau khi van dé dugc x{r ly hodac da cé hudng, nhan vién cham soc khach
hang s& phan hodi t8i khach hang, dam bao khach hang tiép tuc s dung san phdm va dich vu hai
long va tot nhat.

- Theo doi sau khi x(r ly cac khiéu nai ctia khach hang dén khi nhan dugc phan hoi tét tir khach hang.
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THONG TIN NANG LUC NHAN SU
POI DU AN TRUSTED PAY

Trinh dd Chuyén mén va Bang cip

Vai tro/
Trinh do

phu trach N Bang cip Chirng chi
chuyén mon

Ho va Tén

. , i Thac si Cong Nghé .
1 Duadng Phuacng Vi Truédng nhédm . ] Pai hoc 15
Théng Tin
o i A Cr nhan Céng nghé )
2 Phan Xuan Vi Pho nhom . . Pai hoc 17
théng tin
. ] Phat trién va K¢y su Cong Nghé ]
3 Tran Ngoc Thinh X ¥ R g. gne Pai hoc 2
ho trg Théng Tin
B Phat trién va Ky su Cong nghé
4 Nguyén Dulc Phat x Y . g. ghe Pai hoc 1
ho trg thdéng tin
.A, . Phat trién va Ky su Céng Nghé ]
5 DO Huy Hoang X R . Pai hoc 1
ho trg Théng Tin
Phat trién va CUr nhadn Cong Nghé
6 Lé Thi Kim Anh x . g ghe Pai hoc 1
ho trg Théng Tin
N ] Phat trién va Ky su Céng Nghé ]
7 Trucong Hong Phat x . . Pai hoc 3
ho trg Thong Tin
— , Phat trién va Ky su Cong Nghé )
8 Nguyén Minh Canh % R . Pai hoc 4
ho trg Théng Tin
pe s Thuc hanh
. o . Phat trién va " R .
9 Tran Van Thanh % lap trinh hé 13
ho trg "
thong
Thiét k& va Ky su Cong Nghé
10 | Luu Thi Thdm _A!e e,va ye . ong- gne Pai hoc 3
kiém thu Thong Tin
A R e , CU& nhan Cong Nghé )
11 Ngo Thi Thanh Ngan Kiém thu R - Pai hoc 2
Thong Tin

PAI DIEN THEO PHAP LUAT CUA DOANH NGHIEP
TONG GIAM POC

PHAM XUAN KHANH
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